Privacy Impact Assessment – Procurement Background Investigation Process (PBIP)


DATE: 
June 23, 2004

MEMORANDUM FOR  DAVID A. GRANT, DIRECTOR

                                     PROCUREMENT

FROM:                       
Maya A. Bernstein  (signed by)


Privacy Advocate

SUBJECT:                     Privacy Impact Assessment for Procurement

                                      Background Investigation Process (PBIP)

The Office of the Privacy Advocate has reviewed the Privacy Impact Assessment (PIA) for the Procurement Background Investigation Process (PBIP) database.  Based on the information you provided, we do not have any privacy concerns that would preclude this database from operating.  However, a revised PIA is required when considering any future upgrades or major modifications to the database.

Note that the Electronic Government Act of 2002 requires that the IRS make this PIA available to the public.  If there is any portion of this PIA that you believe would cause harm to the IRS or any party if disclosed to the public, please mark those portions and return to our office within 10 days.

We will forward a copy of the PIA to the Director, Modernization and System Security, to be included in the Security Accreditation Package for formal acceptance for operation.  If you have any questions, please contact me at 

(202) 927-5170, or your staff may call Dorothy D’Antoni at (202) 622-9466.

Attachment

cc:  Director, Modernization and System Security  OS:MA:M
March 3, 2004
MEMORANDUM FOR  MAYA A. BERNSTEIN

       
PRIVACY ADVOCATE  

FROM:

    David Grant, Director
                          Procurement

SUBJECT:                   Request for Privacy Impact Assessment (PIA) – 

               PBIP (Procurement Background Investigation Process)

Purpose of the System:  PBIP (Procurement Background Investigation Process) is a web-based application used by select IRS Procurement Contracting Officer’s Technical Representatives (COTRs) and designated Points of Contact (POC) to store and track a limited subset of contractor background investigation (BI) data.  PBIP is hosted on the IRS intranet by Web Services; the database and application reside on servers in the Detroit Computing Center (DCC).  PBIP, originally developed in 2001 as a pilot application within Procurement’s Technical Contract Management (TCM) office, was created solely to reduce the COTR’s administrative burden.

PBIP was developed to provide tracking information not available through any other system or database.  Specifically, PBIP tracks dates relevant to the contractor investigation process (e.g., [Investigation Package] received by COTR, sent to NBIC, Interim/Final Access Approved/Denied, Badge Issued/Returned, Systems Access Granted/Revoked, Investigation Discontinued, Contractor Separated) for the purpose of identifying the contractor employees with active clearances, those whose clearances are about to expire, and those who no longer work on IRS contracts.  As of December 2003, there is no other system that provides this COTR-specific tracking information.  PBIP and its users are not concerned with the investigative details pertinent to each investigation, such as employment history, credit and criminal records, etc.  PBIP’s sole purpose is to provide a uniform process for reducing the COTR’s administrative burden.

Name of Request Contact:


Name: Richard Royer


Organization Name & Symbols: AWSS/Procurement/Office of Technical


Contract Management (TCM), OS:A:P:TC:T


Mailing Address: 6009 Oxon Hill Road, 05-106, Oxon Hill, MD 20745


Phone Number (with area code): 202-283-0660

Name of Business System Owner:


Name: Sara Schroerlucke


Organization Name & Symbols: AWSS/Procurement/Office of Technical


Contract Management (TCM), OS:A:P:TC:T


Mailing Address: 6009 Oxon Hill Road, Oxon Hill, MD 20745


Phone Number (with area code): 202-283-7179

Requested Operational Date: In production since November 2001

Category:  (Reason PIA is required--enter "y" or "n" and applicable dates)

New System?: N


Recertification?  (if no change, enter date of last certification) N


Modification of existing system?:  Y

Is this a National Standard Application (NSA)?: N

Is this a Modernization Project or System? N

If yes, the current milestone?:    N/A   (Enter 1-5; explain if combining milestones)

System of Records Number(s) (SORN) #:  
Treasury .009 – System Name: Treasury Financial Management 
Treasury/IRS 34.037 IRS Audit Trail and Security Records System

Attachment:  PIA

Data in the System

	1. Describe the information (data elements and fields) available in the system in the following categories:

A. Taxpayer

B. Employee 

C. Audit Trail Information (including employee log-in info)

D. Other (Describe)


	A.  None

B. PBIP users (employees performing their duties by using the system), consisting of COTRs (Contracting Officer’s Technical Representatives) and POCs (Points of Contact), are tracked by first and last name only (no SSN).
C. Each contractor record is logged with the Windows NT network ID (and timestamp) of the user who created the record, as well as the network ID (and timestamp) of the user who most recently updated the record.

D. Contractors are tracked by first name, last name, and Social Security Number (SSN).  This data is obtained from the SF-85P form the contractor is required to submit to initiate the background investigation (BI) process.  Contractor address and phone number information is optional for inclusion in the contractor’s record within PBIP.


	2. Describe/identify which data elements are obtained from files, databases, individuals, or any other sources.

A. IRS

B. Taxpayer

C. Employee

D. Other Federal Agencies (List agency) 

E. State and Local Agencies (List agency)

F. Other third party sources (Describe)


	A.  The contractor’s name & SSN are obtained from the SF-85P “Questionnaire for Public Trust Position” which the contractor submits to the COTR/POC to begin the investigation process.  
B.  None

C. Employee (COTR/POC) first name, last name, login, and office phone are collected from the employee when adding a user record to PBIP.

D.  N/A

E.  N/A
F.  N/A


	3.  Is each data item required for the business purpose of the system?  Explain.


	Yes.  The pertinent data items are first name, last name, and SSN.   Storing the SSN in PBIP allows for unique contractor identification (e.g., in case there are two “Joe Smith”s on the same contract ).  Storing this data allows the contractor’s first name, last name, and SSN to be automatically filled in on the Request Letter which is generated from PBIP, and which the COTR sends to NBIC to initiate a contractor investigation.



	4. How will each data item be verified for accuracy, timeliness, and completeness?


	The original source for the data is the contractor.  The contractor’s data can be updated by the user if necessary. Responsibility for accuracy, timeliness, and completeness rests with the contractor who submits the information and PBIP user responsible for the data.



	5. Is there another source for the data?  Explain how that source is or is not used.


	No. The original source for the contractor’s first name, last name, and SSN is the contractor.  This information is entered in the SF-85P and other documents that make up the BI package submitted to NBIC by the COTR/POC to initiate a contractor investigation.



	6. Generally, how will data be retrieved by the user? 


	Data is accessed through the existing PBIP web forms and reports.

	7. Is the data retrievable by a personal identifier such as name, SSN, or other unique identifier? 


	Yes. PBIP users can search for and retrieve contractor records by name or SSN.  This data is restricted to those users given specific access authorization to assigned contracts.




Access to the Data

	8. Who will have access to the data in the system (Users, Managers, System Administrators, Developers, Others)?


	Systems administrators, contractor developers, and designated IRS employees have access to PBIP data.  All contractor developers have signed non-disclosure agreements as appropriate, and had background investigations, and safeguards reviews .


	9. How is access to the data by a user determined and by whom? 


	Data access is determined by the PBIP Project Manager, the COTR involved with specific contracts, and the COTR’s manager.  Users can be assigned read or write privileges to a contract.  COTRs may designate POCs (Points of Contact) to perform data entry and tracking for them.



	10. Do other IRS systems provide, receive, or share data in the system?  If YES, list the system(s) and describe which data is shared.  If NO, continue to Question 12.


	No.



	11. Have the IRS systems described in Item 10 received an approved Security Certification and Privacy Impact Assessment?


	 n/a


	12.  Will other agencies provide, receive, or share data in any form with this system?


	No.



Administrative Controls of Data

	13.  What are the procedures for eliminating the data at the end of the retention period?

 
	Records maintenance & disposal is in accordance with National Archives and Records Administration retention schedules, and any supplemental guidance issued by individual components.  IRS systems do not keep data on file of employees or contactors who are no longer engaged in IRS work.


	14.  Will this system use technology in a new way?  If "YES" describe.  If "NO" go to Question 15. 


	No.

	15.  Will this system be used to identify or locate individuals or groups?  If so, describe the business purpose for this capability.


	Yes.  The purpose of the application is to identify and track contractor’s employees who require BIs, and the status of each. 

	16. Will this system provide the capability to monitor individuals or groups? If yes, describe the business purpose for this capability and the controls established to prevent unauthorized monitoring.


	Yes.  PBIP allows designated users to monitor a contractor’s progress through the BI process, and to identify those who have been approved for, or denied, ID badges and access to IRS systems.  Users are restricted to only those contractor records pertaining to the contracts for which they are responsible.



	17. Can use of the system allow IRS to treat taxpayers, employees, or others, differently?  Explain.


	No.  One of PBIP’s main uses is to identify contractors who have been approved for work on IRS contracts.  Conversely, PBIP identifies those contractors who have been denied approval for IRS contract work, to help ensure that ID badges and systems access are not provided to those individuals.



	18.  Does the system ensure "due process" by allowing affected parties to respond to any negative determination, prior to final action?


	Yes. PBIP  records the results of contractor BIs, which are conducted by NBIC.  The BI process itself includes “due process” considerations such as a 15-day period in which the contractor can provide additional information regarding a pending decision to deny approval for IRS contract work.

	19.  If the system is web-based, does it use persistent cookies or other tracking devices to identify web visitors?


	No persistent cookies are used in PBIP.
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